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Install Kaspersky Security
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Kaspersky Security Center Administration Server - X

Kaspersky
Welcome to the Kaspersky Security Center 14.2
Security Center el Saton ised

The setup wizard will install Kaspersky Security Center 14.2
Administration Server on your device. Click Next to continue
or dick Cancel to exit the setup wizard.

<Back | Next> | | Cancel

Kaspersky Security Center Administration Server

The required version of .NET Framework is already installed and
& activated. Click Next to continue or dick Cancel to exit the setup
wizard.

| <Back ][ met> || cancel




Kaspersky Security Center Administration Server - X

Kaspersky Security Center 14 END USER LICENSE AGREEMENT AND Products A
and Services PRIVACY POLICY [

Kaspersky Security Center 14 END USER LICENSE AGREEMENT (“LICENSE
AGREEMENT™)

IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE v

glmnfnnmatlhaveﬁlyread,mdustmd,mdmtmewmsmdw\dﬁmsofﬂis
End User License Agreement.

I am aware and agree that my data will be handled and transmitted (induding to third
[Mcountries) as described in the Privacy Policy. I confirm that I have fully read and

= 2023 AO Kaspersky Lab
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Kaspersky Security Center Administration Server — X

Select the type of installation: locally, on the primary or secondary node of
Kaspersky Failover Cluster, or on the Microsoft failover duster.

@® Locally (install on device only)

O Primary node of Kaspersky Failover duster

(O secondary node of Kaspersky Failover duster

() Microsoft Failover duster (install on all duster nodes)

= © 2023 A0 Kaspersky Lab
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Kaspersky Security Center Administration Server

Installation type
Sdectheisﬂaﬂontypeihtbestsﬂsmmeds

Standard installation allows you to install the default set of components and configure
the database. No changes will be made to any settings outside the described scope.
The Mobile Device Management feature is unavailable in standard installation mode.
Custom installation allows you to select additional components and manage an
extended set of application installation settings.

(O standard
(® Custom

<Back | Next> || Cancel
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Kaspersky Security Center Administration Server = X

|Administration Server manages Kaspersky applications.
This component requires 275.4 MB on your hard drive.

Location: Browse...
C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Center\
= © 2023 A0 Kaspersky Lab
| <Back || Next> | cancel |

Kaspersky Security Center Administration Server = X

- Web-based console (recommended)

A modern-looking application for most administrator's tasks, induding deployment,
configuration, and monitoring.

- MMC-based console
A fully functional desktop application that you can use together with the web-based
console.

(@ Install both Administration Consoles
(O Install only this one:

— © 2023 AO Kaspersky Lab
<Back F Next> 1| Cancel

VLY



Kaspersky Security Center Administration Server - X

Select the approximate number of devices that you intend to manage. This
information will be used to configure Kaspersky Security Center properly. You will be
able to modify these settings later.

(® Fewer than 100 networked devices
(O 101 to 1000 networked devices
(O 1001 to 5000 networked devices
(O More than 5000 networked devices

-~ © 2023 A0 Kaspersky Lab —
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Kaspersky Security Center Administration Server - ] X

Select the type of DBMS to which you want to connect Administration Server. A
database will be created for the selected DBMS during later steps of the application
(® Microsoft SQL Server or SQL Server Express

(O MysQL or MariaDB

O PostgreSQL or Postgres Pro

— © 2023 A0 Kaspersky Lab
<Bak | | Next> || Cancel

Kaspersky Security Center Administration Server - ] X

1) Make sure that the relevant version of Microsoft SQL Server is installed.
You can download Microsoft SQL Server 2019 Express (recommended) or

another supported version from the Microsoft website. Other versions of
Microsoft SQL Server are available on this website.

2) Specify the Microsoft SQL Server settings:

Database name: I KAV I

- 2023 A0 Kaspersky Lab
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Kaspersky Security Center Administration Server = X

‘Microso

Select the name of the SQL Server instance from the list:
LAPTOP\KSC SOL

If Administration Server runs under the LocalSystem account, you can only select a
local SQL Server (installed on the device where Kaspersky Security Center setup has
been started).

Windows s 4035 awes ojll oS s |, SQL Server o coge s>l g5 coond cpl o
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Kaspersky Security Center Administration Server = X

Choose the authentication mode that you want to use for connection to Microsoft SQL
Server. If you select SQL Server Authentication, you are prompted to enter the account
and confirm the password.

(® Microsoft Windows Authentication mode

(O sQL Server Authentication mode
Account:
Password:

Confirm password:

-~ 2023 A0 Kaspersky Lab —

<Back | Next> || cancel

S sl (B Lasd g ogiie cuas Sl 4 SQL Server EXpress a5 coul cpl o,ls 0459 a5 (gl a5
ERVUE .IaL,.’i)lQTL‘»AJ}’:{Gbuﬁ‘.\.eJWomoﬁl)oUoﬁ@auoLa:}\QidgﬁU&%My)o

09 dalgE JamiS Co pae Co 00ld ol Co pae g Clls puplyss ol eolaxwl 8L ! 5l Lo

AU L ColsT oSy gl 438 sl & g0 o amled bl e gl ACCOUNE Sy sl Loty (goms al o 4o
Sgdan (6,955 pls 551 40 Kloperator ¢ KIAdmIn ¢l 05,5 gac Silogsl jobo 4 g oo sloe! Solas
ST 55 S 353 6la 05,5 gae sl clST oyl asl o Kaspersky ol b cils] o colo Lo sloiny

..\.wl.s w.ad‘ Q'i"’") ‘5»;)3..».) 6)‘0 ..\g‘l;



Kaspersky Security Center Administration Server = X

Assign an account to start the Administration Server service. The account must have
administrator permissions to edit the Administration Server database.

(® Generate the account automatically (under the name KL-AK-F5F4496823994E)
(O Select an account

Account: Browse...
Password:
Confirm password;

= © 2022 A0 Kaspersky Lab
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Kaspersky Security Center Administration Server - X

Under this account, the KSN Proxy service (ksnproxy), Kaspersky activation proxy
server service (Klactprx), and Kaspersky authentication portal service (klwebsrv) will be

run.

(® Generate the account automatically

(O select an account
Account;
Password:

Confirm password:

= © 2022 AO Kaspersky Lab
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Kaspersky Security Center Administration Server — X

Shared folders store installation packages and updates for Kaspersky applications.

(® Create a shared folder
Folder:

C:\ProgramData \KasperskyLab\adminkit\1093\.working\share

Shared folder name: | KLSHARE |

(O select an existing shared folder

= © 2023 AO Kaspersky Lab
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Kaspersky Security Center Administration Server - X

Enter the Administration Server ports. Port numbers must be between 1 and 65535.

Port: | 14000 |
SSL port: | 13000 |
Encryption key length:
(O 1024 bit (best performance)
(®) 2048 bit (best security)
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Kaspersky Security Center Administration Server = X

Set the Administration Server address by using one of the following options:

a) DNS name. Used if a DNS server is on the network and devices can use it to obtain
the Administration Server address.

b) NetBIOS name. Used if devices can obtain the Administration Server address
through NetBIOS or if a WINS server is on the network.

c) IP address. Used only if the Administration Server has a static IP address that will
not be changed in the future.

Administration Server address:

| 192.168.1.1| v]

- © 2023 A0 Kaspersky Lab _—
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Kaspersky Security Center Administration Server = X

Click Install to start installation. Click Back to review or modify any of your
installation settings. Click Cancel to exit the Wizard.

= © 2022 AO Kaspersky Lab
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Kaspersky Security Center Administration Server - X

Please wait for the Kaspersky Security Center Administration Server installation to

complete.

Application name Application type Operation

« Kaspersky Security Center Administratio... Main Installation

« Exchange Mobile Device Server plug-in Extension Installation
» iOS Mobile Device Management plug-in Extension Installation

(&) Kaspersky Security Center Web Console Extension Installation

Removing backup files

Kaspersky Security Center Web Console

Welcome to the Kaspersky
Security Center 14.2 Web
Console setup wizard

The setup wizard will install Kaspersky Security Center 14.2
Web Console on your device. Click Next to continue or dick
Cancel to exit the setup wizard.

[ Next> | | cancel




Kaspersky Security Center Web Console

Welcome to the Kaspersky
Security Center 14.2 Web
Console setup wizard

The setup wizard will install Kaspersky Security Center 14.2
Web Console on your device. Click Next to continue or dick
Cancel to exit the setup wizard.

| next> | | cancel




Kaspersky Security Center Web Console

License Agreement
Please carefully read the License Agreement.

Please read the End User License Agreement. You must accept the terms and conditions of the
EULA to install the application.

Kaspersky Security Center 14 Web Console, 10S MDM Server, Microsoft Exchange A
Mobile Devices Server, Administration Console, Kaspersky Securnty Center 14
Network Agent for Mac KASPERSKY END USER LICENSE AGREEMENT

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW
OR BY USING THE SOFTWARE YOU CONSENT TO BE BOUND BY THE TERMS
AND CONDITIONS OF THIS AGREEMENT. SUCH ACTION IS A SYMBOL OF
YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND BY AND ARE Vv

Elconfrm that I have fully read, understand, and accept the terms and conditions of this End
User License Agreement

<ot (> ] [ o

Kaspersky Security Center Web Console

Destination folder
Select the destination folder.

Install Kaspersky Security Center Web Console to the following folder:

<onck [ o> ] [ ot



Kaspersky Security Center Web Console

Kaspersky Security Center Web Console connection settings

Specify the Kaspersky Security Center Web Console connection settings. 1it
Address Ezzo0,] |

Port | Test

[ Enable logging of Kaspersky Security Center Web Console activities

< Back | Next > » Cancel
Kaspersky Security Center Web Console X
Account settings
Specify the Kaspersky Security Center Web Console account settings. tit

A Node.js account and update service account are required for starting and updating Kaspersky
Security Center Web Console. You can use the default accounts or specify custom ones.

(® Use default accounts

(O speify custom accounts

o [ et ] [ et



Kaspersky Security Center Web Console

Client certificate
Select how to spedify the certificate.

(® Generate new certificate
Make sure the below domain is trusted.

Domain LAPTOP
(O Choose existing certificate
CRT certificate file C:\Program Files\Kaspersky Lab\Kaspersky Secur Browse
KEY certificate file C:\Program Files\Kaspersky Lab\Kaspersky Secur Browse
<Back Next> | | Cancel
Kaspersky Security Center Web Console X
Trusted Administration Servers
Specify the settings of trusted Administration Servers. 11t

You must create a list of trusted Administration Servers to which Kaspersky Security Center Web
Console will be allowed to connect. After installation, Kaspersky Security Center Web Console will
only connect to the Administration Servers listed below. You can start the setup wizard in
Upgrade mode to edit the list of Administration Servers after installation.

List of trusted Administration Servers

Name Address Port Certificate ‘ Add }
LAPTOP localhost 13299 C:\ProgramData\Ka... Delete
\ Edit [




Kaspersky Security Center Web Console

Identity and Access Manager (IAM)
Specify the Identity and Access Manager installation settings. 11t

Identity and Access Manager provides the single sign-on service across Kaspersky applications
integrated with Kaspersky Security Center.

[Jinstall dentity and Access Manager
KAS administrator port 4445
Facade administrator port 2444
Facade interaction port 2445

o [ o> ] [ e

Kaspersky Security Center Web Console

Ready for Kaspersky Security Center Web Console installation
You can install Kaspersky Security Center Web Console. 11t

The setup wizard will deploy Kaspersky Security Center Web Console to this device. Click Install to
start installation or dick Cancel to exit the setup wizard.

<oak | ] [ e
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|¢ Kaspersky Security Center
Administration Server LAPTOP

Kaspersky Security Center :

B Add Administration Server

Getting started: devices. tasks. nolicies. and renarts. Interface configuration.
Kaspersky Security Center

»| How to find your de

*| Why policies are nec

nfigu

Server has issued its certificate:

E - Fingerprint:
kasp BBO3ESIEA28EB1BIEF45010D456ECSBCSTF17C57
- Subject: CN = laptop.iedco.local

- Subject Alternative Name: DNS: laptop.iedco.local
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Action View Help

e |27 XE| Hm

|¢ Kaspersky Security Center
+ [ Administration Server LAPTOP

> LJ Managed devices

> [] Mobile Device Management
' Device selections

21 Unassigned devices

7 Policies

[E] Tasks

B Kaspersky Licenses
Advanced

Admin

Monit

= g <
21> Im o

Critica

[ORY

1aged devices

X v
& Administration Server quick start wizard
Welcome to the quick start wizard of Administration Server
"LAPTOP"
me
{than OK.
This wizard performs initial ion of ini ion Server and updates. It also
helps you to activate Kaspersky Security Center, configure delivery of notifications by email, and s
specify the proxy server settings.

 of devices to groups

e not been updated in a long time.
lications are available.

of Kaspersky applications
spersky databases and software modules
fantivirus databases

rver

14 ecurity Center o X
File Action View Help N N
= | Hardening guide —
e |@oEmcd
= For secure deployment and usage of Kaspersky Security Center, carefully read the Hardening guide. This window contains the most important
k Kaspersky Security Center recommendations only. For full text of the guide, refer to Online Help. ~
~ [ Administration Server LAPTOP
> L Managed devices Open Hardening quide in Online Help
> [] Mobile Device Management
3" Device selections Server dep
5 :Jnla.s.ﬂgned devices ¢ We installing ion Server on a dedicated server in the organization infrastructure.
EZ olicies
] Tasks * We strongly do not re d i g ation Server on a domain controller, a terminal server, .at|°n .
Kaspersky Licenses
> Advanced ¢ We do not recommend including the Administration Server device in the domain.
¢ We deploying Ad Server in a segment of the demilitarized zone (DMZ).
¢ If you install Administration Server on a device running Microsoft Windows, we recommend running the in¢
Connection safety the console tree
¢ We d prohibiting i connections to Administration Server.
¢ We recommend using the TLS protocol of version 1.2 or later.
¢ Wer d restricting or pr ing the use of insecure encryption algorithms.
* Werecommend restricting access to the ion Server datab For you can allow accest
* For Administration Server that works on a device running Microsoft Windows, you can prohibit remote auth
Accounts and authorization
< ) >
Open in new window
[F11 confirm that I have fully read and understand the Hardening guide
[ Acept ]
v
L T T
I¢ Kaspersky Security Center - O >

Server properties

e ]

Lproperties
It Administration Server license key

Help v

kaspersky
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|¢ Kaspersky Security Center € Administration Server quick start wizard
v [ Administration Server LAPTOP Admin
] Managed devices
> [] Mobile Device Management Monit Proxy server settings to gain access to the Internet Servero
' Device selections
L5 Unassigned devices
= Policies [luse proxy server 1
] Tasks v D :me
[5) Kaspersky Licenses
28 Advanced Manag than OK.
Of:|
5 Bypass proxy server for local addresses
R H
Proxy server authentication
v P
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I¢ Kaspersky
File Action View Help

e 2@ XE| 3 X
|¢ Kespersky Security Center < Administration Server quick start wizard
+ [ Administration Server LAPTOP Admin
> L Managed devices
> [] Mobile Device Management Monit Select application activation method Server properties
' Device selections
? [l:n:s.signed devices Activate application by using an activation code F ’
2 foaes vD Click this button to activate the application by using an activation code. The |
[ Tasks activation code is provided by Kaspersky upon purchasing a license. f
Kaspersky Licenses !
> mm Advanced Manag ithan OK.
Y B Activate application by using a key file 1aged devices
A Click this button to activate the application by using a key file. The key file is g of devices to aroups
R_ = provided by Kaspersky upon purchasing a license. k
8 L
i Activate application later
f \< Click this button to skip the application activation step in the quick start wizard.
vP . You can activate the application later through Administration Console by dicking
L the Add activation code or key file button in the workspace of the Kaspersky
Licenses folder.
Real-t fe not been updated in a long time.
lications are available.
8}
Be of Kaspersky applications
M spersky databases and software modules
Eantivirus databases
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DR t Administration Server license key N
Cancel | ‘
fic uelp v  kaspersky

sl St (8 slo 5,5 PIUE-IN 0525 & js0 10 5 Sz Ty 95250 sba PlUE-IN JguoS al> o ol o

|( ecurit - (m]
File Action View Help
e 2mE XE| X
|¢ Kaspersky Security Center g€ Administration Server quick start wizard
v [@ Administration Server LAPTOP Admin
> ] Managed devices
> [] Mobile Device Management Monit Additional components Server pichertis
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LZ1 Unassigned devices
7 Policies Select the protection areas and operating systems. Py
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Kaspersky Licenses Areas:
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R H
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[ virtualization
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File Action View Help

e 2@ XE] ‘ x
|¢ Kespersky Security Center & Administration Server quick start wizard
~ [ Administration Server LAPTOP Admin
> L] Managed devices
> [] Mobile Device Management Monit Check for updates for plug-ins and installation packages Server properties
&' Device selections
L Unassigned devices 1 L
7 Policies
Tasks vD me
[5) Kaspersky Licenses
> Manag & than OK.
OF:] @® 1aged devices
~ A . ® 1 of devices to groups
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|¢ Kaspersky Security Center
~ [} Administration Server LAPTOP
> LJ Managed devices
> [J Mobile Device Management
3 Device selections
LZ1 Unassigned devices
7 Policies
[E] Tasks
[2) Kaspersky Licenses
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Administration Server quick start wizard

Check for updates for plug-ins and installation packages
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Kaspersky Security Center

o Failed to receive the updates.

Do you want to set up the proxy server used for Internet
connection and make another attempt to receive the
updates?

Yes No
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|¢ Kaspersky Security Center
~ [ Administration Server LAPTOP
> LJ Managed devices
> [] Mobile Device Management
' Device selections
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Kaspersky Licenses
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Administration Server quick start wizard

Kaspersky Security Network

P Instant response to new threats

» High performance of protection components
P Decreased rate of false positives

This document contains KSN Statements for the following Kaspersky products: ~
. Kaspersky Security Center

. Kaspersky Security Center Cloud Console

. Kaspersky Security Center Linux

Carefully read the Statement for the Kaspersky product, that you are using or have selected.
KASPERSKY SECURITY NETWORK (KSN) STATEMENT FOR KASPERSKY SECURITY CENTER
Kaspersky Security Network Statement (hereinafter "KSN Statement”) relates to the computer
program Kaspersky Security Center 14.2 (hereinafter “Software”).

All terms used in this Statement have the same meaning defined in the End User License Agreement
(EULA) under the paragraph "Definitions”.

v

Open in new window

(® I agree to use Kaspersky Security Network
(1 do not agree to use Kaspersky Security Network
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Security Center

I Kaspersk

File Action View Help
e nmE X X
|¢ Kaspersky Security Center o € Administration Server quick start wizard
~ [ Administration Server LAPTOP Admin
> [J Managed devices
> [] Mobile Device Management Monit Configure the method for sending email notifications Server properties
& Device selections
L1 Unassigned devices s
7 Policies Recipients (email addresses):
[ Tasks vD 1 | *me
[5) Kaspersky Licenses
[ ER i B — T
BlE § 1aged devices
A SMTP server port: 25 1 of devices to groups
R g
vP
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File Action View Help
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I Kaspersky Security Center € Administration Server quick start wizard
~ [ Administration Server LAPTOP Admin
> L Managed devices
> [ Mobile Device Management Monit Update management settings Server properties
&' Device selections
L7 Unassigned devices ) I
= Policies Search for updates and instal them
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