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Kaspersky
Security Center Welcome to the Setup Wizard of Kaspersky
Security Center 10 Administration Server.

The Setup Wizard will install Kaspersky Security Center 10
Administration Server on your device. Click Next to continue,
or dick Cancel to exit the Setup Wizard,

<Back [ Next> { | Cancel

Kaspersky Security Center 10 Administration Server

The required version of .NET Framework is already installed and
7 activated. Click Next to continue with the Wizard, or dick Cancel to
quit the Setup Wizard,

< Back F Next> { | Ccancel
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Please read the End User License Agreement, Privacy Policy and all the documents linked in
relation to EULA. You must accept the terms and conditions of these EULA and Privacy Policy
to install the product.

Kaspersky Security Center 10 END USER LICENSE AGREEMENT; AND ke
Products and Services PRIVACY POLICY '

KASPERSKY LAB END USER LICENSE AGREEMENT (“LICENSE
AGREEMENT™)

I confirm I have fully read, understood, and accept the following:

[“] the terms and conditions of this EULA
[MPrivacy Policy describing the handiing of data:

— ©) 2018 A0 Kaspersky Lab, &ll Rights Reserved,
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Kaspersky Security Center 10 Administration Server — ] X

Select the installation type that is most suitable for your company. You can modify

the Administration Server settings later.

= ©) 2018 AO Kaspersky Lab, All Rights Reserved,
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Kaspersky Security Center 10 Administration Server - X

-] Administration Server

Administration Server manages Kaspersky Lab applications.

This component requires 161.5 MB of free space on the hard disk.

Location: \ Browse...
C:\Program Files (x86)\Kaspersky Lab'\Kaspersky Security Center),

I (£) 2018 AD Kaspersky Lab, All Rights Reserved,
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Kaspersky Security Center 10 Administration Server

be able to modify these settings later.

(®) Fewer than 100 networked devices

(O From 100 to 1,000 networked devices
(O From 1,000 to 5,000 networked devices
(O More than 5,000 networked devices

Select the approximate number of devices that you intend to manage. This
information will be used to configure Kaspersky Security Center 10 properly. You will

- ©) 2018 A0 Kaspersky Lab, Al Rights Reserved,
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Kaspersky Security Center 10 Administration Server

Assign an account to start the Administration Server service, The account must have
administrator permissions to edit the Administration Server database.

(®) Generate the account automatically {under the name KL-AK-EBBAD68B2C7761)
(O Select an account

Accalint: [ Browse...
Password,
Cornfirm password)

— (©) 2018 A0 Kaspersky Lab, All Rights Reserved,
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Spedfy the account under which the Kaspersky Security Center 10 services will be run,

(®) Generate the account automatically
(O Select an account

Sccount:

Password)
Confirm password)

= () 2018 AO Kaspetrsky Lab, &l Rights Reserved,

| o<mek [ Nea> ]| Cancel
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Kaspersky Security Center 10 Administration Server = ] X

Select the type of database server to which you want to connect Administration
Server. A database will be created for the selected DBMS at further steps of the

application installation.

(® Microsoft SQL Server (SQL Express)
OMysqL

= ©) 2018 A0 Kaspersky Lab, &ll Rights Reserved,

| <Bak | [ Next> | Cancel
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Kaspersky Security Center 10 Administration Server

website,
2) Specify the Microsoft SQL Server settings:
SQL Server name: [ | | Browse... |
Database name: | KAV |
- ©) 2018 A0 Kaspersky Lab, &l Rights Reserved,
[ <Back | Next> 1| Cancel

1) Make sure that the relevant version of Microsoft SQL Server is installed.

You can download Microsoft SQL Server 2014 Express SP2 (recommended) or
another supported version from Microsoft website and install it on your
device, Also, other versions of Microsoft SQL Server are available on this

Kaspersky Security Center 10 Administration Server

local SQL Server (installed on the computer where Kaspersky Security Center 10 setup

& If Administration Server will run under the Local System Account, you can only selecta
has been started),
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Kaspersky Security Center 10 Administration Server - H| X

Choose the authentication mode you want to use to connect to Microsoft SQL Server, If
you select SQL Server Authentication, enter the account and confirm the password.

(® Microsoft Windows authentication mode
(0 sQL Server authentication made
Account:
Password:

Confirm password!

- ©) 2018 A0 Kaspersky Lab, Al Rights Reserved,
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Kaspersky Security Center 10 Administration Server = X

Shared folders store installation packages and updates for Kaspersky Lab
applications. Create a shared folder or select your existing one.

(® Create a shared folder
Folder:
C:\Praaram Files (x86)\Kaspersky LabiKaspersky Security Center'
Shared folder name: | KLSHARE J
(O select existing shared folder

| Brose,,. |

- ) 2018 AD Kaspersky Lab, All Rights Reserved,
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Kaspersky Security Center 10 Administration Server

Spedfy settings mmnethhdnwstraﬁon Server,

Enter the Administration Server ports. Port numbers must be within the range of 1 to 65535.

Port number: | 14000 l

SSL port number: | 13000 ]

Select encryption key length:
(©) 1024 bit (best performance)

(®) 2048 bit (best security)

< Back E Next > i Cancel
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Set the Administration Server address to one of the following options:

a) DNS domain name. Used if a DNS server is present and devices can use it to get
the Administration Server address.

b) NetBIOS name. Used if devices can get the Administration Server address through
NetBIOS, or if a WINS server is present in the network.

) IP address. Used only if the Administration Server has a static IP address that will
not be changed in the future,

Administration Server address:

| 10.10.2.103) v|

— ©) 2018 A0 Kaspersky Lab, &ll Rights Reserved,
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List of plug-ins:

[Workstations] ~
[] kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows Ad
[] kaspersky Endpoint Security 10 Service Pack 1 for Mac
[] Kaspersky Endpoint Security 10 Service Pack 1 for Windows Console Plug-in
[[] kaspersky Endpoint Security 10 Service Pack 2 for Windows Administration Plug-n
[[] kaspersky Endpoint Security 10 for Mac
El Kaspersky Endpoint Security for Windows Administration Plug-in (11.0.0)

[File Servers and Storage] -

< >

= ©) 2018 A0 Kaspersky Lab, &l Rights Reserved,

| <Bak [ Net> f| Cancel |
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Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

= ©) 2018 A0 Kaspersky Lab, &ll Rights Reserved,

. <ak [ fnstal ]| cancel
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Kaspersky Security Center 10 Administration Server — X

Kaspersky The Setup Wizard of Kaspersky Security
Security Center Center 10 Administration Server has
completed.

Kaspersky Security Center 10 Administration Server has
been successfully installed.

Click Finish to complete the Setup Wizard.

[~ start Administration Console

<Back [ Fnish ] | Cancel
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Quick Start Wizard

S e obul 1y adgl sla POlICY 5 oTask a5 sgius 1,1 Quick Start Wizard o o ccwas plesl 51 o

>
Adrministration Server Quick Start Wizard

Welcome to the Quick Start Wizard of Administration
Server "127.0.0.1"

This Wizard performs initial configuration of Administration Server and downloads updates. It also

helps you to activate Kaspersky Security Center 10, as well as configure delivery of notifications by
email and define the proxy server settings.

Cancel
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“« Administration Server Quick Start Wizard

Additional components

If your organization uses mobile devices (smartphones and tablets running Android or i05, or Microsoft
Exchange ActiveSync), you can enable support of management of such devices through Kaspersky
Security Center 10.

{®)Mobile device support is not required;

(i Enable mobile device support

When mobile device support is enabled, the following actions will occur:

- The option of remote management of mobile devices wil be added.

- Root polides will be created (or the existing ones will be verified) to allow management of mobile
device security.

- Management plug-ins and installation packages for mobile device management will be prompted for
installation.

Some of the above-isted features may reguire a license,
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“ Adrministration Server Quick Start Wizard

Select application activation method

Activate application with activation code

Click this button to activate the application with an activation code. The activation
code is provided by Kaspersky Lab upan purchasing a license,

Activate application with key file

Click this button to activate the application with a key file. The key file is provided
by Kaspersky Lab upon purchasing a license.
-

Activate application later

Click this button to skip the application activation step in the Quick Start Wizard.
3 ‘fou can activate the application later through Administration Console by dicking
= the Add activation code or key buttan in the workspace of the Kaspersky Lab
Licenses folder.

Cancel
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<« Administration Server Quick Start Wizard

Proxy server settings to access the Internet

[ Jiuse proxy server

3123 =

Bypass proxy server for local addresses

Proxy server authentication
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ot
« Adrninistration Server Quick Start Wizard
Check updates for plug-ins and installation packages
Plug-ins and installation packages must be checked whether their current version is up-to-date. Click
Mext to run the check for updates.
() Ched: whether plug-ins and installation packages are up-to-date
@ 3kip check
Cancel
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<« Administration Server Quick Start Wizard
Kaspersky Security Network
P Instant response to new threats
P> High performance of protection components @
P Decreased false positives rate
Learn mare. ..
KASPERSKY SECURITY METWORE (KSM) STATEMENT A
Kaspersky Security Metwork Statement (hereinafter "K5N Statement”) relates to the computer
program Kaspersky Security Center 10 (hereinafter “Software”).
KSM Statement along with the End User License Agreement for Software, in particular in the Section
"Conditions regarding Data Processing” specifies the conditions, responsibilities and procedures
relating to transmission and processing of the data, indicated in the KSM Statement. Carefully read the
terms of the KSN Statement, as well as all documents referred to in the KSN Statement, before
accepting it.
When the End User activates the using of the K5N, the End User is fully responsible for ensuring that
the processing of personal data of Data Subjects is lawful, particularly, within the meaning of Artide 6
(1) (&) to (1) (f) of Regulation (EU) 2016/&672 (General Data Protection Regulation, "GDPR”) if Data
Subject is in the European Union, or applicable laws on confidential information, personal data, data w
Qpen in new window
(@1 agree to use Kaspersky Security Network:
{1 do not agree to use Kaspersky Security Network
Cancel
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<« Administration Server Quick Start Wizard

Configure the method for sending email notifications

Recipients (email addresses):
! |
SMTP servers: | |

SMTP server port: 25 :

[ ] use ESMTP authentication

Send test message

Cancel
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“ Administration Server Quick Start Wizard

Network poll

Initial network poll by Administration Server is complete,

View detected devices

Online Help
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Administration Server Quick Start Wizard

J The Quidk Start Wizard completed successfully.

[ ]Run the Remote Installation Wizard;

tJowsS Tree 9y

AAMINISIration acgems 5 o] dod a5 ol (idu poi Jolis JgudS EE 0iS o odolive 45 jobo Lo

Alwn Server
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v Regot on tée opevati.,  Beport onfile

9, Repedt cn hudwars 1. Rapont on hardware 1oy
¥, Report on wstated 3p.. Bepont oo instalied appl.
¥, Repedt on hoy wiage .. Report on key usage by ..

% Regaat on most heaw,

Eapont on mast heawdy |

Tha ispert contain information about the.
Report on ab wstalled spphcations

Repert on statisticy of the use of kays by vir.
Top 10 most neawly infected devices

Creat.

7.

- a x
RO ieting
Rafrey
Database usage report
Properties
Type: Database uQe roport
Descrption: Kaspersicy Lab antiaqus
database usage repart
Crested: 712017 3:28:54 PH
Actions
* Show repoct
o Sivg
* Dedve recors
*: Bropartes
o Dospte
uep v KASPERSKY:E
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Mew repert template wizard

Defining report template name

Mame:

Cancel
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X

« Mew report ternplate wizard

Selecting the report template type

[] protection status A
@ Protection status report
@ Errors report
@ Eventreport
@ Report on activity of update agents
Deployment
@ Key usage report
@ Kaspersky Lab software version report
@ Incompatible applications report
@ Protection deployment report
@ Report on key usage by virtual Server
@ Update
@ Database usage report
@ Report on versions of Kaspersky Lab software module updates
[T} statistics of threats
@ Viruses repart
@ Report on most heavily infected devices
@ Metwork attack report W

Cancel

. www.iedco.ir (leDCo.) plilpl GaigyEa)l Oylal Cilesd (bywS CS)yh



()IeDCo. Kaspersky Security Center <o g § wud

ALdS 5, Ve Jle Glsie 4 wnled 4l (1T B sl Gloj 5 099 S alsi (o0 Al e ] 50

« Mew report template wizard

Selecting reporting period

() From starting date to ending date:

Starting date: 1f 1/2017

Ending date: 6/11/2017

") From starting date to the report creation date:

Starting date: 1/ 12017

(®) Specified number of days before the report creation date:

Mumber of days: 30 =

Cancel
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WS ool b s 31 colB 09,5 (sl |y )55l auley oo oy cpl o

*

<« Mew report ternplate wizard

Select report type

You can generate a report for an arbitrary set of devices, for a selection of devices, or for all
devices in any administration group.

Repaort type:
@II want to create a report for a group
()1 want to create a report for spedfic devices

{(_)1 want to create a report for a selection of devices

Cancel
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X

< Mew report template wizard

Select group

Target group for repart :

Browse...
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Mew report terplate wizard

Creating a report template on the Administration Server

Click the Finish button to create "Wew report™ and complete the Wizard.

Finish Cancel
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()IeDCo.

ol oo a8LS] s REPOIt o) ;o ooty asl (5,135 asS o sadlie a5 job lon

Monitoring Statistics Reports

Events

Create a report template Configure report delivery

Add/Remove columns

Mame a Type Descriptin ™
=, Database usage report Database usage report Kaspersk
=, Errors report Errors report Report o
=, Hardware report Hardware report Report cc
=, Incompatible applications report Incompatible applicatio..  Report or
=, Kaspersky Lab software version report Kaspersky Lab software ... Report or
=, Key usage report Key usage report Report o
=, New report Metwork attack report Report cc
=, Metwork attack report Metwork attack report Report cc
=, Protection deployment report Protection deployment ...  Report or
=, Protection status report Protection status report This repo
=, Report about errors in encryption of files and folders Report about errors ine...  Report at
=, Report on blockage of access to encrypted files Report on blockage of a..  Report or
=, Report on blocked runs Report on blocked runs This repo
=, Report on device users Report on device users This repo
=, Report on effective user permissions Report on effective user...  Rights of
=, Report on encryption status of data storage drives Report on encryption st...  This repo
=, Report on file operations on removable drives Report on file cperation...  File cper:
=, Report on hardware registry Report on hardware regi...  This repo
= Demmemek mm imekalles] amelie .- Demmrt mm imrbmllme] el Dmmmrdk =~
£ >
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Advanced:
J.i‘.) Ls_:‘):>‘ s J)Le 0l s gl d.alj).g o dolin ‘Category u-*-"L“’ ol ol Cod R Jols g u.:‘
ol b Jole pis ol g b i g a5
Application categories:

A J31 6la piams (59, 00 i sla @PPlICALION (g5, » ilize la gon atwd aily (oo Lo idu ool 4o
Policy cd jo .0l o oy, 5 w application ;I ssloss v yiws pac b ow yiws Joli la <ol ol cavms plol
ol 8 L8 Ui Ouge 4 .0 solinul la Category ol 5l oy e Start of application control s s

DS e ) ol aille CAEQOrY S iy o5 g ol oo iy ya5 L3 51 Category me cood

2sS Ss Create a category auss s, » laol

¥, Kaspershy Security Center 10 - ]

Fle Action Vew Hep

& % " & H e

¥, Vaperky Securty Center 10

v [] Asmnitration Serves DESKTOP-1BEPALS Administrati arver DESKT BHPA Aty £ Application manager
:M:m;rﬂ

Application categories

' Computer selectons

Unasiagned devaces Gtegorang 3ppicatons ows you to hance ppdctions Rart management

v 52 Mvinced Create » categary.. Mgt iefies
X User eccounts
v [ Applcabion menegement > Categorics fund
¢ Applcation categones
+ Agplcations regstry
Scecutabie fles
seltware vurmatddtin
+ Seftwere ypdate
Caaperky Lab boenses
B Pemote instalistion
Q Network pol
B Regositones

Name Descrgtion Inderted Updated

KASPERIKY

Aephoaticn Categores: §
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Conditions

Condition criterion Condition value

| »

Properties 1

. Net || Cancel

a2 (o leds a1y 1Sl CxlAdd 6 A4S0 LS gl 5L Cunad canles S5 Add w5 S9y y i o),AAppIication 00,5 wlal cgs
Olilag 5 0aiS oo Sl 0digd b Canad (59, 2 Jle ol H0.0uS sl 1) Ll 0,50 CALEQOTY o e APPlICALION o ,8 a8lsl s 0guis b
Sl 1) 093 Ll 0,90 EXECULADIE file s9s o 5L a5 gl oty 4o 5 muiS 0 oudas From the executable files list Lol 5 1,

oS oo

Conditions

Condition criterion

From applications registry...
From the executable files list

From file properties

Metadata from files in folder
Folder files MD5 hash

MSI installer files metadata
MDS5 hash of MSI installer files

KL category

Application folder
Device type
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(Aeoco.

BB oz ol 5o Jlie sl ks (o Gialed 4l 31 (gla w555 2 99750 2zl slo B I (g 35 Gl QL I ey
oS oo bl UY v Aexe (S als ol

(2" Select application: - [

File name

5 sctasks.exe

= SearchFilterHost. exe
& Searchindexer.exe
= SearchProtocolHost. exe
& services.exe

I SHELL32.0LL
.';.ismss.exe

S spoclsv.exe

5 SQLBROWSER.EXE
& SQLSERVR.EXE

= SQLSERVR.EXE

& SQLWRITER.EXE
= svchost.exe

5 taskeng.exe

= taskhost.exe

& TeamvViewer . exe

= TrustedInstaller. exe
=1111008

= updater EXE

T vmnat.exe

& vmnetdhcp.exe

PR IR [

File version

6.1,7601,17514 (win7sp1...
7.00.7601. 17610 (win7sp...
7.00, 7601, 17610 (win7sp...
7.00, 7601, 17610 (win7sp. ..
6.1.7600, 16385 (win7_rt...
6.1,7601, 17514 (win7sp1...
6.1.7600, 16385 (win7_rt...
6.1,7601,17514 (win7sp1...
2007.0100.2531.00 {{Kat...

2005.090,5000.00

2007.0100.2531.00 {{Kat...
2007.0100, 1600.022 (5. ..

6.1,7600, 16385 (win7_rt...
6.1,7601,17514 (win7sp1...
6.1.7601, 17514 (win7sp1...

6.0.11656.0

6.1.7601. 17514 (win7spL...

2.0,2786.0
7.0.0 build-203739
7.0.0 build-203739

EEN AR LY

|

Application name

Microsoft® Windows® Opera
Windows® Search
Windows® Search
Windows® Search
Microsoft® Windows® Opera
Microsaft® Windows® Opera
Microsoft® Windows® Opera
Microsoft® Windows® Opera
Microsoft SQL Server
Microsoft SQL Server
Microsoft SQL Server
Microsoft SQL Server
Microsoft® Windows & Opera
Microsaft® Windows® Opera
Microsoft® Windows & Opera
TeamViewer

Microsoft® Windows® Opera

Kaspersky Security Center
VMware Workstation
VMware Workstation

;‘: y  Create Usey

Conditions

Condition criterion
E W MDS hash

Condition value
U1008.exe () : B2D30EDOSE7A230B1D6254666

Next ][ Cancel ]
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DS e Cend ol 511 855 415 5,50 Application wslg s A aSs g, p» SISTL

Exclusions

Condition criterion Condition value

™|

CEERegiIR) [ Provertes

Creating user category

Click the Finish button to create “dient category™ and complete the Wizard.
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Application registry:

Application s 4ds wslg oo (45 10 39290 Sld piwaw (59, » NEIWOrK Agent sg>g L1 4) ceond ol 4o
s.L..:Lo.: o live ‘)MGL“WJL“%“Gﬂ)ﬁ“'\‘i’MLSL“

W Casgeniky Secusty Covte 10 - o x
B Aoue Vs Help
e amdaBm

¥, Caparsiy Securty Corter 10

| [ Zdevinintiamon Sever ENN0P-1EBFADS Admiisstration Sener DESKTOP [BEPALS » Advanced > Application management > Applcations regisry

| T Mansges compaters S 2
O Computor ebactions - Applications registry
5 tamgeed devcn Gegeieng w0oaa00rs Aws YOu 10 @Mance B0CLENs Sar Marcgeent. Pupedm
7 Pelicies

[ ety
v e Marced Sheve spphestions regrity prome tties sroos Heport on matsled appnamom tefie
A User sccouem

v [ Appbcason mamagurment
+ Apphanton (tegene
* Apwhbcatons segtry
Enncustatie fles e

Scfonare yunersbsbtue

* No fitter specified, recorads tatal: 11

[ ————r— Nerme Verueo Marafactarey Mumn. Commarty Testnzal
Kaipersiy Lab beerses Pl fox mansgemmert of mobie 15 denes 1634570 40 Visgenky Lab '
D Famwte instslmon W Ohsgn for Exchange Acrvebyse 103470 A0 Kasgenky Lok '
Q, Netwark pett W Ouache M Vinselics Ouest Adsioons 4122 L1220 Cracle Corperation |
B Fepzetone B MTotof 508, Server WSS Verter waoms Macragatt Compontian 1 terpli g
B Microtoft SOL Semey Bromses 05220008 Meceenh Comporation | Mg g
= Microwt 508 Sevver 2008 Setep Suppon Fio 10127319 Miozeokt Comporation 1 hetpige
B Microsofe STL Server 2000 12 Sersp (Engiah) 1042400008 Miocech Corporancn 1 hetpfge
= Microsof SOL Savver 2008 F2 Matrse Chant R0 WSoxsof Comovatien | terp /e
¥ Microsofe SOL Sever 2008 72 Micsesoh Coporstien 1 g lige
M Microseet Criedmes 173640911 Mosesh Coporatizn ' betpdige
B apenky Sacusty Cacner 10 Adnmamanon Sene W A0 Kapenty Lah 1 berge/rway
< »

. e~ KASPERSKYH
Apphcations in detetas 11
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Executable Files:

Dl oo 00l Hiolad 8l 0929 4l B slo pecw 59, 2 &S oIl Gl BB JousS 5l cwed ol o

¥o Conprocky Sanusty Centw 10
Be  fctice Y b
- 28 m
PL Baspeniby e ety Cordes 1
v [3 Advensiman Sener DESKTOR- BERSTS
Q) Masnged tossgetens
Q' Cempute sdection
Gl Usenined denees
7 Pobces
0 Tows
~ 34 Atvarvcet
& Uewr sccount
w [ hppteamcn maragement
Azphcaton catagerm
Agphoationn ety
Liacsatie Sl
Tetrane vubwoasdte
Tethane update:
Kaparihy Lot b pains
2 Revvee witstiten
Q Metwans podt
B Amwriaorm,

Exeonatie ties 3

Abmivduiration Sesves DUSETOR JHRPADS

« Expcutable files
The b2 preserss detaied WETTTITET Fa0et erecutale Bes At o Turaged CETGATEN

Peyniet vl Wbt agakidmen war,

b No e specified records total: 0

» Mivanced « Apgicstion

uniagzmvent » Lyetitable Rl

et

Pt i s

Fienwre e varuce Apgicmer e Aapicaton mnon Waruductiow Trist level

KASPERSKY Y

g ¢

Software vulnerabilities:

¥, Coganky Secartty Cartar 9
Bl Admn  Yew Hep
o zmal@m

>’_ Katperihy Secusty Cenim 10
| v [ Adminatration Server CESKTOP- 188RADS
2 Managed computen
@' Compute sdecton
7 Unsssigned devices
7 Pokcis
0] Tesks
v 2% Adanced
A Uew sccoures
v [ Appbeation mansgement
Aeplaticn categeie
Agpin stions regiitry
Eaecumabie ey
Seltwre sdsecatibting
Scftwrs upastes
Casenky Lot wties
B Remcte mstallstion
Q Netwok pot
B Regotmane

Vidrarababien: ©

www.iedco.ir

B T

- o x
Abmniyirgtion Secver DISKTOR-FRPADS » Atvanced » Aoptication marvadenmen » Software willnerabeirie
= Software vulnerabilities
The ¥t decfoys cetaded rfammution sbout vunenbites found » the software on managed computers,

v Dwrtnsion of vumseatalty v
& Filter specifind, recards sefected O

B Cwmmitars wot) cramad ew! irmcatition

L T AL I kT Ll
Comuiters st sudisy sve e shites
B Cownstary st SV Ing Adwe stite
Name Seuwiry el Dow.. Sowrte Web 23w Maratamiien Apphoatan tama, Apghcaton
« »
wn v KASPERIKYS
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Kaspersky Lab licenses:

5590 5l s 53y 52 B g (5l ceas jlae b o lel adlol 1) 093 Sy glo iV dlsie Ceand ol o

0S5 1S C)T S9y » Slegil O jg0 4 sV

P Kespersby Security Center 10

tle Aton Yiew Hiep
- B

H

o Fapaniy Securty Carmer 10

v [ Adwinisation Serer DESKTOR - BBFADS Asmmictrat rUESKTCY LA

Kwyu: 0

1 ry I
L3 Managed comeuten N
G Compute seloctom Kaspersky Lab licenses
G Unacsignes devices Keye » stersge
o
AGPAcations regitr Key Licetne 1ype Restriction Licerse team (2. End dote of hey Licene expintio Apphcation Actwe on

Expcutabie ffes

Softuaie euinen bbties
Softuware vpdetes
Kasgoshy Lab iemses

£ Remote imtatishon

Q0 Mebaork pedl

B Reposnoes

win s KASPERIKY?

35 59y 2oy amio (5 5bl e ganles SIS A KeY an S 6o, » lal b s (05 4dLsl 6l

sl SLIs” Activate application with key file

Add Key Wizard

Select application activation method

Activate application with activation code

Click this button to activate the application with an activation code. The activation
code is provided by Kaspersky Lab upon purchasing a license.

Activate application with key file

. Click this button to activate the application with a key file. The key file is provided
i by Kaspersky Lab upon purchasing a license.
,

Cancel
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ol sy s 1, Automatically deploy Key a3 s g asS BIOWSe 1 595 sy b s al> 1o 50 s

Do pll oY b gs o sl !y Ll

=

€« Add Key Wizard

Selecting a key

Specify key file:

| | Select...

[ automatically deploy key to managed computers

Mext Cancel

<« Add Key Wizard

Selecting a key

Specify key file:

| C:\Usersitest\Desktop\53EF22 1B key Select...

[automatically deploy key to managed computers:

MNext Cancel
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Remote installation:

e sla 58l e 5 ax g S S sla 581 05 ax) (61580 05 435S e cuas s, cINSTallation packages

s 4 bgrye slo PACKAQe il g axsle caond cpl )0 158 05 4T 4 by e Package wub laxl ()1 5

4 55l 5 09h (oo 4iBlu (23 o &g 4 SECUMILY CENLEr JouS coci b (S oS sl )33 5

wily o b )T oyl ozl

Stand-alone sb w cuai z2Ss S Caond (! 10 39290 g ey (5 mSe 5l Wb ol b SN (65 cuai

W35 S5y » 9 2S5 S5 e, Kaspersky Endpoint Security =< s, » 25 ngas @lhe bl . jle

o Kawpersey Securty Conter
fle  Action Hep
= 3

Instaliation packages

Tnstalation packages 310 csed for renate deployment.

Harrw

Appbeations getry

Lxacutatide es
Sofware sulnesstibtie ™ Kaczerzky So:
Software ugdates

Cmpersky Lab beartses

caarty Cortar Network Agemt (104341}

v 2 Bemote imtalistine
ntalyron packeges
Q. Netwark got

B Resoutives

| imtallsion pockages

www.iedco.ir

- - £ 38 far
 Fasgerchy Exdport Secority 39 for Windows (10,10 8750

Jwles SLIs Create stand-alone installation package

Applicatian Yervion number  Language
Kaspersky Endport Securty 10 for
bl apehoatioe s Windoves (10.3.0.6294)

Sow the Ist of stand-akane packages

eaup by cokarme
Dents
Sxpoct bt

Prepenties

Properties

Apokcation: Kasparsey Endoore
Securtty 10 Servsce Pack
1 Nartesance Reease
2 for Windows

Vesar 10,25.3301

e NG w8

Help »

KAJPERIKY
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gy S Al e 4 g doled ol | Network Agent TS A Ao )0 g

e

« Stand-alone Installation Package Creation Wizard

Selecting Network Agent installation package for combined installation

[lInstall Network Agent along with this application:

Mame

: Kaspersky Security Center Network Agent {10.4.343)

Cance

< Stand-alone Installation Package Creation Wizard

Moving to the list of managed computers

Select the group to which computers will be moved after installation:

C:l Do not mowve computers

(® Move unassigned computers to the group:

| Managed computers Select...
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\\Kaspersky server IP\AKLshare\pkginst\

Stand-alone Installation Package Creation Wizard

Preparing executable module

Creating the stand-alone installation package...

et | [T

Stand-alone Installation Package Creation Wizard

J Stand-alone Installation Package Creation Wizard completed successfully.

[lopen the list of stand-alone packages:
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Network Poll:

IP Subnet , Active Directory s Domain calise isw aw 10 15 peai gllas duslgim lod Coond ol 4

s Jasl Managed devices s 4l o o1 5 oS Slobis 1) aSis J51s sla piw

Ve Kaspenky Securty Centes 11 - v
& Hels
- L
Center 10
w

Network poll

Lrasagned Compnte ducoverad » the netwark

Windows network polling o

AiChing T COmputsns N e WY

v
onfure rules of compespr afocation (o adovnistration orouns

KASPERSKY#

Pl a3ll 5 s Jold 095 o oyl

A g conl la Jgsle g eolo oL 5 ciules Juls : Kaspersky Lab updates and patches e
2l o (Sl 59, 4 sla bl os receive o usCreate & b) il ol Sle, 59, 4 g6

SleMbl g aiS oo andai 3 1) oty wgpg 4 S oS |y gl aslip g pg 8] 455,90 ,0 :QuUArantine e
S e Jlo,l Security Center « | oo aidas 3 L

WS g (o Iyl 50 WS lolid pgas |y (B s s 59, 52 b (us s ST 45 ey 3BaCKUp e
4 55500 bl wigss Sogll @8, 4 3890 4 5,90 ,0 « (DisINFECt) ais’ G)byy L (s, 51 1, (Sl
a2 plosl 03gll (slo Ll (59, 52 (Slebos (wos 51 &Sl 5l 8 o j90 8 p0 0l walys Sy oS & 50
Wi ledbloges REStOre |, L o1 olgn sgy) &ygo ,0 B ogd (oo ags LB o] 5 plaiiiy 6 a5us SO
9 (o0 0533 oo (ol jo o B Sl ead 4 pleitiy slo

595 45 1a piusw g pg (0] Lawgs oo olulid (cwgpg la bl s opl o :UNprocessed files e

9d o 03ls ales 418,55 & je0 il (g9, (o5l
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S g 59w 4 by y0 sk Policy

S5 oo oolaivl Lol (sl pinew (590 Sbla> 5 (60,55 Sladaid Cp> 0 pgeas jab 4 Policy

Slial Ol s g Slewdas cg> W Workstation o L Server 1., Policy ;. Managed computer s asLs o
s Cgogaoe Jloel (rizmed 5 Gugns 5T (595 2 e Cond (50,5 Jlb il 5 JB L b pis (59, 2 o929 S5

210 0925 Gl 5 lawgs wg g (ST 595 2

L, PoOliCies cad o POIICY <G 05,5 ,o il b sl oo 89290 (sl 09,5 J5lo PONICY o a5 (6l )Se o5
D9 g0y 05,5 ol &

& e Managed computer c..3 ,s Policies sl

S9) » o «gs Managed computer ,s Policies cs s)ly da ainw 5, » POlICY oladas o cg
@ b o Sloaalats  olod Coond ol jo. asS sl |, Properties s a5 5 asles SIS ol Protection policy
e i |y Ll alys (o 5L el aS 018 13 g g (K]

Lo sl )58 oy g9 o bgs o cdable slo COMPONENE sl o 0iS oo 0aline Coond (pl ;0 a5 b Lo
w9r9 Sl sy, » 1, Component 1. Component ,a ;0,5 Jlé e b Jld b ol oo s o algs ools ioles
J8 (695 2 05 SlS LSS L ol (o0 09290 88 SO Cond jo LS j0 piimed S b e b Jled b i

S5 Lawsgs waly anils 5 a8 a5 tend o S oo mteie |y ollS e yies 8 ol 0,8 alys s Jad el

Bl paly> sgi | o Component .1 5l aiges i aslsl .0l o s BB
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Application startup control

At alg oo Coond pl jo LedasS o JuS 1 aSs J5ls sl Application lait of, Component .|
QS Ll ol anlgs pobdl ax b g axal asls fad 1] s ojlal cobril a> hwg ol Application as ous
,8 a5 oS sbw! Category i Applications and vulnerabilities ;o ab losl jo Les <o ol 6>l sy
Category Add auSs oL Lais ol o5l osliiw] slp (. Conl oo sols JalS jgb @) gy (LS (slo oo

Ml“’"&)"‘“‘""u‘)")lSLS‘J" ‘) Gw).’l.wo f;\sbjw).«.md O)l?‘%ﬁd‘)éu‘sﬂwj) ‘) ol axsLlw

l # | Propertes: Kaspersky Endpoint Securtty 10 Servce Pack 1| Maintenance Release 2 for Windows m} x
scions
—-— * | [2) Appication Startup Control &
Event natication Thes component monitors Usess’ sttampts to start appkcabons and controls the startup of spphcations by
Endpont control ——
Lophcaton Startup Control 4 To send appication startup rformation to Admnstation Server, select the About started
spphcatons chack box i the policy properties i the Reports and Storages secton under Inform
Agication Predege Convol Adminsyabon Server,
Vil ity Fonhor Apphcaton Startp Control Settrgs -
Device Conrol Apchcation Startp Contrl res: | P oepenere +|
Web Contr .
b R ) Statwtcal analys
Anti-¥ins protecton
E Status Rule rame Abved Hodked
Gereral Protecton Settings oo Ao al Everyone
Ple Ant-yvus on 2 Trusted updaters Everyone
Mal Ant-Avrus &l o Goden image Everyons
Web Art-¥irn
IM And Vi
P— ] Generate test vertict for defactt rbe
Network Attack Blocker Advanced Setangy @
System Wascher Templates.,, | Configure the tamplate of the ge that s dsplayed when the atart of an
acphcation is biocked and of the complaint 1o the LAM administrator
Advanced Settngs v
= o] e= | o
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Application Privilege Control

2 Candy (535 Szl e 5 U g0 (6K s 59 2 |, Lo Application cules 5 cxsy COmponent .l
Trusted ,Untrusted,High restricted , Low restricted slag 55l o @ o] ool olazs! 3 Application
Ceond 40 SBUING (59 15 ol sl s o ApPlIiCAtion T 4 oo plowl gan 09,5 ulal 1o |, codlad o5l
Suilowe 3 a8 oo yo 0 | 065 i ae sl 158 5 o Application control Rule «:s, Application control

RVELQPEIIRY

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X

Application Privilege Control

~
General Application Privilege Control [&

Event notification This component keeps track of application activities in the system and regulates the activity of

applications depending on their status.

Endpoint control
Application Startup Control Application rules &
Application Privilege Control | TirEe | Configure application rights to access user files and application settings or to

access operating system processes and objects.

Configure application rights to access various categories of operating system

Vulnerability Monitor Y
i |§Eth$| resources and personal data.
Device Control
Web Contral Application processing rules @
Anti-Virus protection Update control rules for previously unknown applications from KSN databases

General Protection Settings Trust applications that have a digital signature

File Anti-Virus For unknown applications:
Mail Anti-Virus (O Automatically move to group: | Low Restricted
WWeb Anti-Virus (®) Use heuristic analysis to define group
M Anti-Virus Maximum time to define group: IE 2/ ser
Firewsall Delete rules for applications that are not started for more than IE > day(s)
Metwork Attack Blodker
System Watcher
Advanced Settings w
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Vulnerability Monitor

5 Sl Gud Ll Jlo 0 b5 asS e )5 4 9,5 sl APPHICALION a5 sloj 558 (oo o 4035 0l o9 Jlub
Sy o] gy 0BLS Jled an 38 ) 4S5 90 50 S oy |, ADPHICALION (ol (6 08y ool (SS9 09
Managed computer J=ls ;i 1, find Vulnerabilities coul o 5Ls &0 109 005 oo plosl Slogil & )90 4

VL e

B " Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *

Vulnerability Monitor

General Vulnerability Monitor
Event notification This component scans applications that are being started and running applications for vulnerabilities.
Endpoint control

Scan on startup ﬁ

Application Startup Control [ vulnerability Monitor

Application Privilege Control

Warning! We recommend using the product's Vulnerability Monitor functionality only when there is no
connection to Kaspersky Security Center. It is recommended to use a similar functionality of the
Metwork Agent policy when a connection to Kaspersky Security Center is established.

Wulnerability Monitor
Device Control
Web Control

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-irus
IM Anti-Virus
Firewall
Metwork Attack Blocker
System Watcher

Advanced Settings Y]
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Device Control

.05 Ca e 4 J31s sle vt 9, 2 |, e REMOVAble Device b aas o ojl>! Lo 4 COmponent |
o8 sl w55, |, CD\DVD-ROM L 4 Flash Memory « o ws @ yb cnl 5l odily oo Loty Jlie yobo

B 7 Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
Device Control
~
Genersl Device Control [&
Event notification The component allows controlling the connection of removable drives.
Endpoeint contrel
o Device Control Settings [
Application Startup Control
Types of devices | Connection buses | Trusted devices
Application Privilege Control f
Vulnerability Monitor
Devices Access ~
Device Control Hard drives -
Web Control ITI Remaovable drives k)
i kr
Anti-Virus protection (=) Printers
Fi Floppy disks 4
General Protection Settings @ CD/DVD drives ™
File Anti-Virus £ Modems k)
i kr
Mail Arti-Virus B8l Tape devices
157 Multifunctional devices (o)
Web Amti-Virus LIl smart card reader (2] 7
IM Anti-Virus Allowe request for temporary access
Firewall
Advanced Settings [
Metwork Attack Blacker — Configure the templates of messages that are displayed when access is blocked to a
System Watcher | Templates... :E:.:ﬁ-ﬁs?rr;;sjrcontents. and the template of the complaint letter to the LAN
Advanced Settings [¥]

as ol sDepend On bus « ACCESS cond 1o ()5 iy &0 4 g 00,5 SIS Removable drives
[, Edit a5 Syl sl olass gl g yiws s gl aily oo b g asles Ll Iblock L Allow usslg
QS asie READ WIIte o ws ol )l 00,8 a8l b g oSy
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Web Control

A8 Copae c URL ol 5 Ly (video, sound,.... Jie yeb 4 oesls go5 Lulwl 2 b 3 CONtent

B " Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O x
Sections Web Control

General 2 Web Control [&
Event notification The component allows controlling access to web resources depending on their content and location,
Endpaint control Web Contral Settings &
Application Startup Contral Access rules sorted by priority: | L Everywhere '|
Application Privilege Control db add 7 % ¢ 4
Vulnerability Manitor Status Rule name Users Action
Device Control EOn Scripts and Stylesheets v
\Web Control EOn Default rule v

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus
Firewall
Metwork Attack Blocker Advanced Settings @
. — Configure templates of the messages that are shown when unwanted web pages or
System Watcher Templates... | websites are visited, and the template of the complaint letter to the LAN
Advanced Settings W administrator.

S sla ol ol oo lgime (wlal p ausS o canliv a5 shiles filter Content cus ;s 00,5 SUSAA a5 9
To cJ-apply to address cad o sule s 1) ool colo oyl salyn a5 Sige 5 . amleas b 1) b,k
S Loy S slp a5 Syge yoamles oo 3l 1) Cole diges anile g 0y oo |, AdD auSs el 1jindividual address

Awles oulass 1, Block L Allow cools wls . Specify User and Group cawd joaums sl 1) S il cpl auslyses ol
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B T

Mame:

Filter content: |I31,.|I content categeories and types of data o |

Content categories Lol
[1 adult content
[] software, audio, video
[ alcohal, tobacco, narcotics
[] violence
[ Profanity, cbscenity
[ weapans, explosives, pyrotechnics

[ videa

[ sound

[ office files

[ Executable files
[ archives

[ Graphic files

Types of data

[ camfg o
] inte [& address / Address mask L.x |
| — P

Example: *kaspersky.com

== Add > 7 Edit 3 Delets
[ specify users and [ or groups:
e
Action: |Al|ow - |
Rule schedule: |Alwa\rs v| | Settings |

General Protection Setting

Anti-Virus protection

| Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O s
General Protection Settings
General 2
[&@ - General Settings
Event notification
Launch Kaspersky Endpoint Security 10 for Windows at computer startup
Endpeint control
po [ Enable Advanced Disinfection technology
Application Startup Control .
[& - Objects for detection
Application Privilege Control
. . Detection of the following object types is enabled:
Vulnerability Monitor
- Viruses, worms, Trojans, and malicious tools Settings...
Device Control - Adware and auto-dialers
Web Control - Packed files that may cause harm, and multi-packed files
Anti-Virus protection [& — Exclusions and trusted zone
General Protection Settings Scan exdusions: 308 (total 308) | Settings... |
File Anti-Virus Trusted applications: 14 (total 14)
Mail Anti-Virus [& - Monitored ports
Web Anti-Virus () Monitor all network ports |W|
1M Anti-Virus (®) Manitor only selected ports e
Firewall
Network Attack Blocker
System Watcher
Advanced Settings ]
Help oK | | Cancel | | Apply
|
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Exclusions and trusted cad ;o a5 col opl 0,135 o i jLasl o Component 1 aS o5 b oKl
S92 ors 5 el Component 4> a5 uus Exclude |, Folder < L Application < olss . Zone

(28l Jub 1 0l 555 2 a9 (T sLECOMPONENt oo o> b il Juub o]

S oS @ 5l il e oS 0,15 At w45 (6158l a5 Jlie jebo a4 aS00d o oolitul Sle (Shg 2!
Ol e 09h zge 509 a8 ol sl Colad 65Ky (S5l (5976 4 b 95 ALl ug g Glye 4 b g WS

Db oo odlawl S cpl jlogd oo AL ey olae 4 I8l 6 5 G sl Crack a5 ©6O,la0 Ho pizren. ST

Qugs Trusted application s o))y e wwsles SIS SEHING (9, Coond (1l pubais Cg

QS5 T gy 2 meng 51 sle COmponent Ko b oss Add 1 application s oy oo cwond opl)0

oS 0 0)ls Application rules cad o 1) L syge s b ol S0 sl

(& Trusted zone

Sean exdusions  Trusted applications

Kaspersky Endpoint Security 10 for Windows does not control activities of trusted applications. For each
application added to the list of trusted applications, you can specify the types of activities to exdude from

control,

9 Add 7 Edit 3 Delete

Application
svchost.exe
osk.exe
F_SErver,exe
F_SErver,exe
WINVNC.EXE
WINVNC.EXE
r_SErVer,exe
F_SErver,exe
awhost32.exe
awhost32.exe
th2pro.exe
th2pro.exe
DWRCS.exe
DWRCS. exe

Path
BeSystemR oot lsystem32\svchost.exe
%eSystemRoott\system32\osk.exe
%wProgramFiles%:\Radmin'y _server.exe
%uProgramFiles(x86) % \Radmin'y_server.exe
SuProgramFiles S UL TRAVNC WWINVMG EXE
BoProgramFiles(x86) 3 \ULTRAVNCYWWINVMC . EXE
BeSystemRootte\system32Yy_server.exe
BowinDir 3c\SysWOWe4Yy _server.exe
%wProgramFiles%:\symantecpcAnywhere\lawhost32...
%uProgramFiles(x86) %\symantec\pcanywheretawh. ..
SeProgramFiles % Timbuktu Pro\tb 2pro.exe
SeProgramFiles(x86) % \Timbuktu Pro'tb 2pro.exe
YuSystemRoottisystem32\DWRCS. exe
BawinDir 36 \SysWOWe4\DWRCS. exe

Ceond 10 g 0S5 lAPPlICAtioN o o1, i 5,00 APPICALION joie o 5 08 Sl |, A 6 a5
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['S Scan exclusions for application

Path

Do not scan opened files

|:| Do not monitor application activity

[] Do not inherit restrictions of the parent process (application)
[] Do not monitor child application activity

[] allow interaction with application interface

[] Do not scan netwaork traffic

;0 Any sy, Do not scan network trafic s o5 b aslb o6 kise CHENt  _ols slass 90 45 5900
Asled ylg 1y a5 ae sle gaslS GlalP g 003 1,8pACITY a3 50,5 SIS IP addresses s

File Antivirus

B ' Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X
File Anti-Virus
General | [ File Anti-Virus [@
Event notification This component resides in RAM, scanning all opened, saved, and active files to ensure maximum
Endpaint control protection at all times.
application Startup Control Security level [
Application Privilege Control Recommended | Settings... |
Vulnerabilty Moritar - : gepsomn?rlngodtee;h F?:rr.l mast users |W|
Device Control
Web Control
Anti-Virus protection Action on threat detection [
General Protection Settings (®) Select action automatically
File Anti-Virus (O Select action: Disinfect. Delete if disinfection fails
Mail Anti-Virus - ction Fails
Web Anti-Virus - .
IM Anti-Virus
Firewall
MNetwork Attack Blocker
System Watcher
Advanced Settings [¥]
2|

L oaliS bS5 1 Lty oo slo by s ol dtiey (553 iy S0 a1 b a8 05T o0 oalis o5 5k oo
SoawS Jd e b s o v 59, |, COmponent 1ol Enable File Anti-virus ao ;5 s opsls »

L 5,65 2 & 0975 ACLION Cad 10 3 puiS o crens |, COmMponent -l sl xlaw Security level cos
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595y (s g OL5 5l 0g Sllas plnil cq g pg (Bl LT 45 0 (oo pasiin |y ead lag slo ey g

o3 |, Delete if disinfection fails ; Disinfect sl a5 s 5 el

o SU 1) 00g)l Coand o5 g g o] ol oads 00gl bl 5l ciend g 455 9 40 a5 opl bl L :Disinfect

(oany Sd>) S

Dged anlyz ST, b S wgpg 81 0gis aluil Disinfect wllee 455,50 o :Delete if disinfection fails

B " Properties: Kaspersky Endpeint Security 10 Service Pack 1 Maintenance Release 2 for Windows m} x
Sections Mail Anti-Virus

~
General Mail Anti-Virus [&
Event notification This component scans incoming and outgoing messages for dangerous objects. The following protocols
. are supported: POP3, SMTP, IMAP, MAPI, and MNNTP.
Endpoint contral
Application Startup Contral Security level &
Application Privilege Control Recommended | Settings... |
Vulnerability Monitor - Optimal protection —
[ - Recommended for most users | By default |
Device Control
Web Contral
Anti-Virus protection Action on threat detection [
General Protection Settings (@) Select action automatically
File Anti-Virus O select action:

Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus

Firewall

Metwork Attack Blocker
System Watcher

Advanced Settings W
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Mail Anti-virus

Ceond ;0 dile oo (BL aw cdls @ s s a8 5 0 135 e Select action cd> o 1, Action 55 ise cpl e

S CUStOMIZE b5k @ Lo |y lewdass (6 pm SO auiles o 55 SEEING

L;oﬁﬂ)‘ Lgﬁf}l.’> st.»u.\asml.o.mdmo)‘slb&.u‘ o‘fo.lbd..’oojﬂ LSL“ JJL‘B Lg).uu_i:w‘uio.aJLn)s.lad;

g attachment filter o )lg ogs oo 5L a5 sl o, 10 9 anles SIS SEHING (6 an 35

P& Wail Anti-Virus

- Attachment filter | Additional

() Disable filtering
@ Rename specified attachment types
() Delete specified attachment types

[[] =.asp
[ =.bat
[ =.bin
[ =.chm
[ =.da

1 *.emd
|:| *,com
[ =cpl

[ =il

[ =.doc

e add 2 Edt X Delete

Dgd oot Jles! b Juoul 59, Filtering z.» « Disable filtering s a3 ol L

Attachment ol jon Lol <8l 0 & 50 ,0 . Rename specified attachment type ¢ ;5 bl b (oo
SCript sl )ls ¢ Joosl ol yois g g o1 @Bly 10) olo dalgs ab pis Wigan (pl ¢ Canad 10 00 Sl (gld Sgam b (s

(il oo Lzl 4y 08 o RENAME I o a5 ol (6
Sly o digh Delete Sslegil & jgo 4 il o pllan ols slo wigmy L ¢ AttaChmMeNnt salyse a5 590 5o
delete 1, LT abgs yo cancd 51l 0,90 (sla wigus bl 3 Delete selected attachment types ¢ au 35 bl b
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5 Mail Anti-Virus

General | Attachment filter |Addtonal|

(") Disable filtering

@ Rename specified attachment types
() Delete specified attachment types

*.asp
* bat
= hin
= chm
*da
*.cmd
=.cpl
= d
* doc

oF Add ¢ Edit ¥ Delete

Web Anti-virus

Trust sls URL oy o SEHING cend ;o 5 0,138 o BlOCK cil> 0 1) ACtiON g4 5T WED !,

e

oS By aiged Billae 1) 055 a3 5560

% Prop Ksspersky Endp

General

Event notfication

Endpoint control
Apphcaton Startup Control
Apphcabon Priviege Control
Vuinerabiity Monitor
Dwvice Cortrel
Web Control

Ant-¥rus protection
Ganeral Protecson Settings
Fie Arvt-Virus
Mol Ant-Vins
Web Ang-Vrus
M Anti-Virus
Frewat
Network Attack Bocker
System Watcher

ldv-\cad Sew

Secunity 10 Service Pack | Maintenance Relesse 2 for Windows O X
Web Anti-Virus

-~

2 web Anti-Virus [&
This component scans inbourd Yafic on your computer.

Seaunty level
Recommended

- Optimdl protecton
= - Recnmmended

Acton on Tyeat detecton

@) Select acton mytomaticaly
() godk downioad

O Yow dowrioad

for most users

I

www.iedco.ir

(leDCo.) plily) Gxigya Ciylal Oilesd Ghsyims Sy




Kaspersky Security Center < gdw g wuad

()IeDCo.

DS 8y 1y 095 i 0,50 URL iges gllae g augis Trusted URLS s s )lgg au g SEHINGS coond o)1y ] (6l

4 Web Anti-Virus

Trusted URLs

Web Anti-Virus does not scan web traffic from trusted web resources.

Do not scan web traffic from trusted URLs:

ok Add ¢ Edit 3 Delete

(& Address | Address mask

[

Example: * kaspersky.com/*

IM Anti-Virus

ICQ, MSN, AIM, Mail.Ru o MeSsenger « Ly, 9,5 5 99,9 sla ils Component .
&S e el 1, Agent, IRC

e

A Propertion: Kaspaniky Endpant Serunty 10 Sarice Pack | Munisnance Retwase 7 foe Windows 0 X

E— e
ke “ M antvis @

AnbVeus pratecten Th componant protects e for the Sokowing nstant messengers: 10Q, NS, AM {version 6.3, 1,16 or
Geners Protecton Settings sarker), Nl R Agent, and IRC.
e Actvna Protecssn scepe -
Ml ravus @ [nearing wd culgeng TeTuages
Voab At Ars () Incoming messages oty
™ Anti-fieus Scmn merhody -
Fremad £9 Creck ks are lated 0 De database of mabdous LRLs
Vewvork Atack Docker 4 Creck € Wks e isted n e database of prghing LiLs
Syster Watther §4 Meurstic anfysis for wus saorce code i message text

Advanoed Settngs '
Avcalion Settihgs it acan meden scn dest scan
Probecton Setage
Reports and Sirages
K5 Setirgn
Interface

Polcy profles

= [ 0l i || an
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System Watcher
0] 4L b jexm g g ool dAtabAse o a5 casluags ply o 4l L Kiw cble> < cOMponent |
Slp 65 w5 oledbl @i slo piaww J31s L Application cls 0,5 sl L Component -l «3lg

3,91 oo w2l)8 5 Gaes abli> Cax> wgpg 5! sle COmponent L.

B " Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O >
system watcher
”
reb Control System Watcher [@
Anti-Virus protection General Settings |ﬁ
General Protection Setfings Enable Exploit Prevention (i)
File Anti-Virus Log application activity for the BSS database
Mail Anti-Virus Do not monitor the activity of applications that have a digital signature
Web Anti-Virus
Rollback of malware actions [@
IM Anti-Wirus
Roll back malware actions during disinfection
Firewall
Network Attack Blodker Proactive Defense &
System Watcher Use behavior stream signatures (B55)
Advanced Settings On detecting malware activity:

Application Settings Select action automatically W

Protection Settings
Reports and Storages
KSM Settings
Interface

Policy profiles
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Firewall
o ks Firewall rules iz jo ooss asine oulgd wlal 5 1) aSis slo codlas sl Component

WS o Hgile 1) Al sl codlad caSil B ls g, 28,5 Sl el uiorenaiS

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
Firewall

Web Control ol Firewall [&@
Anti-Virus protection This component filters all network activity according to the specified rules.
General Protection Settings Firewal rules ﬁ
File Anti-Virus | Setings... | Configure rules for Application Privilege Control in the operating system,
Mail Anti-Virus
Web Anti-Virus |W| Configure rules for network packets and data streams,
IM Anti-Virus
— Available networks i
Network Attack Hlocker | Settings... | Configure settings for network connections.

System Watcher

Advanced Settings
Application Settings
Protection Settings
Reports and Storages
K5M Settings
Interface

Folicy profiles

Available cai o 15 cply anla o)ly Security Center coas 5l aw 1, 095 4S5, Wb Leds Coond ol 5o
Lo a8 g0, 8T Jlie lgie 4 o aslys 5L 5 0,0 Add auSs 05 L g e85 1, Setting. Network
sled Jlael o5 50 4 ledbl 50,5 ol gl abl VAY,VFALN Y00 B 14T, 8A, -

P& Network connection

Name: 192.168.1.x

Stahis: [I nral netwaork

IP address: 192.168.1.0/24
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Network Attack Blocker

1y

Web Contral

Anti-Virus protection

General Protection Settings

File Anti-Virus

Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus

Firewall

Network Attack Blocker

System Watcher

Advanced Settings

Application Settings
Protection Settings
Reports and Storages
KSM Settings

Interface

Palicy profiles

Help

Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows

Network Attack Blocker

Network Attack Blocker [&

Kaspersky Endpoint Security 10 for Windows detects and defends your computer against network

activity and attacks that could be dangerous.
Metwork Attack Blocker settings
Add the attacking computer to the list of blocked computers for

| Exdusions... Configure addresses of exdusions

[&
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Application Setting

Allow management of ¢ 4.5 0,5 Jd L Jlo jb 4 il o ugpg (o8] Slowdais 4 bgyo Coond oy

39> wyng 01 SCaN g Update sl Task Local o ge 445 avans 1) 56l opl )5 4 ol o group task

=

Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows

Web Control

Anti-Virus protection

General Protection Settings

File Anti-Virus

Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus

Firewall

MNetwork Attadk Blodker

System Watcher

Advanced Settings

Application Settings
Protection Settings
Reports and Storages
K5SM Settings
Interface

Policy profiles

Application Settings

[& - Self-Defense Settings
Enable Self Defense
Disable external management of the system service

'E Operatin g mode
Do not start scheduled tasks while running on battery power
[] Concede resources to other applications
[ allow local tasks to be displayed and managed (except custom scan)
[ Allow management of group tasks
|:| Use Kaspersky Security Center as proxy server for activation
Enable dump writing
[ send dump and trace files to Kaspersky Lab for analysis

[@ — proxy Server Settings

| Settings... | Address is defined automatically, port 80

Apply

www.iedco.ir
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Reports and storages

A0l o ol (g3l 0,033 (5 09555 s g 5] 65 U1 Slenlal 4y bgipe sy 8 5 Cond ]

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O
Reports and Storages
Web Control &
& — Report parameters
Anti-Virus protection
P Store reports no longer than 30 = | day(s)
General Protection Settings
. Maximum file size: 1024 MB
File Anti-Virus &
@ — Quarantine and Backup
Mail Anti-Virus
Rescan Quarantine after update
Web Anti-Virus Store objects no longer than 30 day(s)
IM Anti-Virus [ Maximum storage size: 100 = | MB
Firewall [@ - Inform Administration Se
Network Attack Blocker About files in Quarantine
System Watcher About files in Backup
Advanced Settings About unprocessed files
Application Settings About vulnerabilities found
Protection Settings About installed devices
[] about started applications
Reports and Storages
About file encryption errors
KSM Settings & Lo .
Interface B} ] i} o
Send the Databases out of date” notification if databases 312 day(e)
Policy profiles were not updated = ¥
Send the "Databaszes extremely out of date” notification it -
7
databases were not updated |: - day(s)
Help
OK Cancel Apply

w0 www.iedco.ir
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B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
Web Contral 2 KSN Settings
Anti-Virus protection Kaspersky Security Network (KSN) is a global service that provides instant response to threats and brings

together milions of users worldwide. When the application detects suspicious or unverified data on the
computer of a KSM member, this information is instantly relayed to the Virus Lab.

[&@ - KSN Settin as
Mail Anti-Virus Your participation in KSM will improve the chances of detecting new and sophisticated threats
and their sources, as well as targeted attacks,

General Protection Settings

File Anti-Virus

web Anti-Virus
M Anti-Virus 1 accept the KSN Statement and participation terms  KSI Participation Statement
KSM service: Global KSN

Firewall
Use KSM to scan and categorize files. Used by components:
Netwark Attack Blocker »  Application Startup Control - File Anti-Virus
System Watcher = Application Privilege Control . Welb Anp —1.-'|rus
- Scan Tasks - Mail Anti-Virus
Advanced Settings - System Watcher

Use K5M to check URLs. Used by components:

= Web Anti-Virus
Protection Settings - IM Anti-Virus

- Web Contral

Application Settings

Reports and Storages

KSN Settings [& - kSN Proxy Settings
Use KSN Proxy
[[] Use KSN servers when KSM Proxy is not available

Interface

Policy profiles
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