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&7 Properties: Kaspersky Endpoint Security for Windows (1)) o X - =

High protection level All recommended protection components are enabled. F
e nmoBc@Bm

Kaspersky Security Network

|¢ Kaspersky Security Center 14
vE s.;mm:: Server LAPTOP Ad] General [ Kaspersky Security Network [@ ©

e -} {Event configuration Kaspersky Security Network (KSN) is a cloud database that contains information about the
> [ Mobile Device Management e eputation offles, web resources, and software.

=
31 Device selections Instant response to new threats

I3 Unassigned devices De|  Kaspersey Securty Netvark High peifomance of potedion componcrs Group properties
7 Policies Behavior Defection Decreased false positves rate
[ Tosks Kaspersky Security Network Statement
" Exploit Prevention
Rapey L T —
v B2 Advenced Host Intrusion Prevention g
A Useraccounts Remediation Engine "
« [ Application mandgeindii KSN provider: Global kSN
Essental Threat Protection
- Application categories Nant [ Enabie Cloud mode & .
o - Kaspersky Endpoint Securty for x A
g Ka: Computer status when KSN servers are unavailable Windows (11.11.0)
- Executable files & K Seauity Controls -11.
- Software vulnerabi When doud mode is enabled: | Critical v
: shoily V“:""" s Kaq Data Encryption Applcation: Kaspersky Endpoint Secury
- Software updates 2 i . for Windows (11.11.0)
 Third-party licenses usage LocalTasks 1/23/2023 10:35:56 AM
v B Remote installation General settings — ange 1/23/2023 10:35:57 AM
 (Degloy device images i Inhertted poicy:  Not inherited
- Installation packages Py prolies [ use ksn proxy
> @ Data encryption and protection| Revision history EA Use KsN servers when KN Proxy is not available Affected: 1 device(s)
> Q Device discovery Enforcement
3 Deleted objects. ‘successful: 1 device(s)

> B Repositories -

Configure policy
[*] Configure notifications v
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Policies: 2 Help —
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I¢ Kaspersky Security Cente &7 Properties: Kaspersky Endpoint Security for Windows (1,+) o X =
High protection level All recommended protection components are enabled. F
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TC Kspery Secty o 1 T o= trtrusion Prevention
v [ Administration Server LAPTOP Adi Genera Host Intrusion Prevention [@ ©
LI Managed "F""” ) | Event configuration This component keeps track of application activities in the system and regulates the activity of
> [] Mobile Device Management s e B applications depending on their status.
' Device selections fanced)
I3 Unassigned devices Del  Kaspersky Security Network Application rights and protected resources Y Gro
7 Policies Behavior Detection Settings Configure application rights to access user files and application settings
[ Tasks orto access operating system processes and objects.
: Exploit Prevention o
Kaspersky Licenses _ — Setin Configure application rights to access various categories of operating Refresh
v B2 Advanced Host Intrusion Prevention cUmgs: system resources and personal data.
User accounts Remed v
. é e e tlon Enghe Edit Trust group for applications launched before Kaspersky Endpoint
PP 9 Essential Threat Protection Security for Windows starts working: Low Restricted
Application categories Nanf . o
ppcatons ety oDt s e somtctonraesing e fee bt seontvkel
Execiablemies; & K Seaurity Controls. [ Update rights for previously unknown applications from KSN database =
Software vulnerabilities —
Software updates Kag Data Encryption [ Trust digitally signed applications Application: ?as&jvsgy En?y;zl)v;tl Soe)mrty
, for Windows (11.11.
Third-party icenses usage 8] K Local Tasks &tle!e rules for applications that have not been started for longer [~ 60l2] day(s) reatad: 1/23/2023 10:35:56 AM
% ity [ : :35:
va ﬁ:n:!e] ms;alla‘non General settings Trust group or pplications that could ot be 3dded o [Low Restrced Changed: 1/23/2023 10:35:57 AM
eploy device images existing groups Inhertted policy:  Not inherited
Polcy profiles
Installation packages
> @ Data encryption and protection! Revision history Affected: 1 device(s)
> Q Device discovery Enforcement
51 Deleted objects successful: 1device(s)
> B Repositories
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[¥] Confiqure policy
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7 Properties: Kaspersky Endpoint Security for Windows (11,+)
High protection level All recommended protection components are enabled.

v | &gt 3
[ Administration ster LAPTOP Adm| General [ Remediation Engine [@ C
[J Managed devices Event configuration The component collects data about suspicious activity in the system, not only in the current
[J Mobile Device Management P — session, but during the previous sessions as well. This allows rolling back all application activity if
1 Device selections Advanced Threat Protection this application is dlassified as malware.
L5 Unassigned devices Def  Kaspersky Security Network
7 Policies Behavior Detection
[E] Tasks

Exploit Prevention

Host Intrusion Prevention

Remediation Engine
v Applicatic t
2 Appiication mansgermer Essential Threat Protection
+ Application categories Nan =
¢ AEsestiona eyt Kad Detecton and Response Kaspersky Endpoint Security for A
- Executable files S searity Controls Windows (11.11.0)
¥ il
Softveare Vulrierabiites Ked Data Encryption Application: Kaspersky Endpoint Security
- Software updates for Windows (11.11.0)
+ Third-party licenses usage & K Local Tasks Created: 1/23/2023 10:35:56 AM
v LBl Remote installation General settings Changed: 1/23/2023 10:35:57 AM
- Deploy device images Inherited policy:  Not inherited
- Installation packages Policy profles
B Data encryption and protection Revision history Affected: 1device(s)
Q Device discovery
3 Deleted objects successful: 1device(s)
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[ Kaspersky Security Cente
File Action View Help
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5 Properties: Kaspersky Endpoint Security for Windows (11,+) o X

igh protection level All recommended protection components are enabled.

|¢ Kaspersky Security Center 14 Appication Contral
v [ Administration Server LAPTOP Adn General &7
B Meraged devices ) | Eventconfiguration Monitors startup of applications by users.
> [ Mobile Device Management i S
3" Device selections e i Application Control settings &
L Unassigned devices D Essential Threat Protection T Group properties
il e Control mode: | Denylist | Action: |Test rules v
7 Policies Dietsction id Response {Cenmis 1 [Etaties
0 Tk Security Controls + Add @ Edit X Remove g3 Y @
Kaspersky Licenses s Refresh
« 5 Advanced Log Inspection Status Rule name Allowed Blocked
A User accounts Appiication Control
Applicati
v [l Application management Bvioe Eaiol
« Application categories Nani . ,
+ Applications registry Kad  Web Control Kaspersky Endpoint Securtty for X
. Executable files 3 T — Windows (11.11.0)
+ Software vulnerabilii
s:ﬂwm vu:m e Ka: File Integrity Monitor Application: Kaspersky Endpoint Security
* Software updates a4 ] for Windows (11.11.0)
+ Third-party licenses usage ety Created: 1/23/2023 10:35:56 AM
v B Remote installation Local Tasks Changed: 1/23/2023 10:35:57 AM
+ Deploy device images Inherited policy:  Not inherited
- Installation packages et ot
> @ Data encryption and protection Policy profiles Affected: 1 device(s)
> Q Device discovery Revision history ¥ Enforcement
' Deleted objects successful: 1device(s)
Repositori
> B Repositories .
[ Control DLL modules load (significantly increases the load on the system) . =
[*] Confiqure policy
Message template settings @ [ confiaure notifications v
Configure the template of the messages that is displayed when the start
. N Templates ot an application is blocked. wep v  kaspersky
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curity Center ¢

K Kaspersky
File Action View Help
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|¢ Kaspersky Security Center 14
v [ Administration Server LAPTOP
L Managed devices
> [] Mobile Device Management
' Device selections
L Unassigned devices
7 Policies
[ Tosks
Kaspersky Licenses
Advanced
A User accounts
v [ Application management
+ Application categories
- Applications registry
- Executable files
- Software vulnerabilities
- Software updates
+ Third-party licenses usage
v Bl Remote installation
- Deploy device images
- Installation packages
> @ Data encryption and protection
> Q Device discovery
" Deleted objects
> B Repositories
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7 Properties: Kaspersky Endpoint Security for Windows (1))

High protection level All recommended protection components are enabled.

General
Event configuration
Advanced Threat Protection
Essential Threat Protection
Detection and Response
Security Controls
Log Inspection
Application Control
Device Control
Web Control
Adaptive Anomaly Control
File Integrity Monitor
Data Encryption
Local Tasks
General settings
Policy profiles
Revision history

Device Control
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Device Control
M Device Control @

Controls connection of extemal devices and removable drives.
Device Control settings &
Connection buses | Trusted devices

Types of devices

£ Edit

Logging
Devices Access A

[ Hard drives

f) Removable drives

(£ Printers

[ Fioppy disks

() Co/DVD drives

%

& Tape devices

3 Multifunctional devices

@ smart card readers

(@) Windows CE USB ActiveSync devices
10 Wi-Fi

B External network adapters

@ Portable devices (MTP)
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A scans

[ Allow request for temporary access

Anti-Bridging settings 3

Anti-Bridging The prevents bridge from being

Message template settings &
Configure the templates of the messages that are displayed when
access is blocked to a device or its contents, and of messages to the

Templates
local corporate network administrator.

o Il h

Group properties

Refresh

Kaspersky Endpoint Security for x A
Windows (11.11.0)

Application: Kaspersky Endpoint Security
for Windows (11.11.0)
1/23/2023 10:35:56 AM
1/23/2023 10:35:57 AM
Not inherited

Created:

Changed:

Inherited policy:
Affected: 1device(s)
W Enforcement
successful: 1 device(s)

Details

[*] Configure policy
[*] Configure notifications v
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I i1 Properties: Kaspersky Endpoint Security for Windows (1) o x
File Action View Help

e 200 56 B High protection level All recommended protection components are enabled.
¢ allen 3 @ o
IC Kaspery Sty Centr 1 Web Control

v [ Administration Server LAPTOP Adni General Web Control [@

L] Managed devices Event configuration
[] Mobile Device Management

Controls users’ access to web resources.
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G Device selections Advanced Threat Protection Web Control settings &
L1 Unassigned devices D&l Essential Threat Protection +add 2 x ¢ ¢ =- [ Group properties
7 Policies
B Tosks Delesion vl Remparme Status  Action Rule name Rule details
[} Kaspersky Licenses N1 Security Controls flon v Defauttrute Everyone, Any data type, Any cont. Refre
v BB Advanced Log Inspection
A& User accounts Appication Control =
v [ Application management
1 2em! ? Device Control
- Application categories Nan
« Applications registry Kag  Web Control Kasgersky Endpoint Security for x A
« Executablefiles @K  Adaptve Anomaly Control Windows (11.11.0)
+ Software vulnerabilities
Softw o 4 i Kaq Fie Integrity Monitor Application: Kaspersky Endpoint Security
+ Software updates for Windows (11.11.0)
- Third-party licenses usage & K Data Encryption Created: 1/23/2023 10:35:56 AM
v B Remote installation Local Tasks Apply/totsers ~| | changed: 1/23/2023 10:35:57 AM
+ Deploy deviceimages General settings Filter by data types: Inherited policy:  Not inherited
- Installation packages
B Data encryption and protection Policy profiles Filter by content categories: Affected: 1 device(s)
Q Device discovery Revision history Apply to addresses: Enforcement
£ Deleted objects successful: 1 device(s)
Rule action:
B Repositories v
Message template settings &
Configure the template of the messages shown when not recommended
Templates | b pages or websites are visited.
Advanced settings &
v
Advanced settings
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File Action View Help

operties: K y Endpoint

- All recommended protection components are enabled. E
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¢ Kaspersky Security Center 14 e Goutrol
~ [ Administrtion Server LAPTOP Adn{‘ General W Covedi B
i ~) | Event configuration Controls users' access to web resources.
> [ Mobile Device Management s et
' Device selections ‘ jvanced Threat Protection Web Control settings
L1 Unassigned devices De Essential Threat Protection| Group properties
7 Policies | Detection
E i Det and Response details
Kespersky Licenses Sty Cortas Nome: [ tatype, Any cont... Refresh
v 28 Advanced Log Inspection : e
& User accounts Appcation Control Filter content: B content categories and types of data ¥
v [ Application management
6. oo S Device Control Content categories A Types of data
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- Applications registyy Kog  Web Control =20 e e g o ‘l;’aszersksziElngliosl)t Securty for x A
+ Bt - nline stores oun indows (11.11.
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Kas File Integrity Monitor [ Payment systems [ Executable files Application: Kaspersky Endpoint Security
+ Software updates . for Windows (11.11.0)
- & K pata Encryption O cryptocurrencies, mining [ Archives
+ Third-party licenses usage = [Jinternet ti [ Graphic fi Created: 1/23/2023 10:35:56 AM
v B Remote instalation Local Tesks comet communication et e A | changed: 1/23/2023 10:35:57 AM
 Deploy device g [Jweb-based mail [ Executable scripts Inha"gEd‘ &, /; /h 2 20
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Repositori
5 B Sepositores Action: Allow v — Y Detais
Rule schedule: Always V| Settings Lo
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oK Cancel @ [[¥] confiqure policy
[*] Confiqure notifications v
Advanced settings
< > nelp v kaspersky
Policies: 2 | Help |
urity Center) 7 Properties: Kaspersky Endpoint Security for Windows (111,+) o X - o X
File Action View Help
— All recommended protection components are enabled. -
e 2@ 0/ @6 Hm
| Kaspersky Security Center 14 e ThrestProtection
v [ Administration Server LAPTOP Adr General 2 File Threat Protection &
E‘ z‘:?: ",’"‘: " - | Event configuration This component resides in RAM and scans all opened, saved, and active files to ensure maximum
lobile Device Manageme
> L, Mo 2 9 A THreatpo protection at all times.
' Device selections teciian
Unassigned devices Del Essential Threat Protection Security level & Group properties
Policies
B s File Threat Protection Recommended Settings
; Web Threat Protection - Optimal protection
[5) Kespersky Licenses - - Recommended for most users Refresh
Mail Threat Protection 2 ; 1
A Useraccounts Firewall
~ 7 Application management Network Threat Protaction Action on threat detection 0
- Application categories Nan ‘ )
- Applications registry Kad  BadUSB Attack Prevention @ Disinfect; delete if disinfection fails Kaspersky Endpoint Security for X A
Executable files K AvSIProtecton 8 Disinfect; block if disinfection fails Windows (11.11.0)
Inerabiliti Block
Software vulnerabilities b it Applcation: Kaspersky Endpoint Security
Software up«:lates a4 for Windows (11.11.0)
< Whird:party licensesusage Seastty Canirdls Created: 1/23/2023 10:35:56 AM
v L Remote instalation Data Encryption Changed: 1/23/2023 10:35:57 AM
Deploy device inisges Local Tasks Inherited policy:  Not inherited
Installation packages
> @ Data encryption and protection General settings Affected: 1 device(s)
> Q Device discovery Policy profils 4 Enforcement
& Deleted objects successful: 1 device(s)
fis Revision history
> B Repositories Detak
[*] configure policy
[¥] Configure notifications v
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[] Mobile Device Management
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L1 Unassigned devices D¢
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[5) Kaspersky Licenses m
v BB Advanced
A Useraccounts
v [ Application management
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|

- Application categories Nan
- Applications registry Kat
- Executable files =i
- Software vulnerabilities

- Software updates L
- Third-party licenses usage D

v B Remote installation
- Deploy device images
- Installation packages
B Data encryption and protection
Q Device discovery
' Deleted objects
B Repositories
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5 Properties: Kaspersky Endpoint Security for Windows (1))

High protection level All recommended protection components are enabled.

General

Event configuration

Advanced Threat Protection

Essential Threat Protection
File Threat Protection
Web Threat Protection
Mail Threat Protection
Firewall
Network Threat Protection
BadUSB Attack Prevention
AMSI Protection

Detection and Response

Security Controls

Data Encryption

Local Tasks

General settings

Policy profiles

Revision history

Help

[ Web Threat Protection @
This component protects inbound traffic on your computer.
Security level
Recommended

- Optimal protection

- - Recommended for most users

Action on threat detection

@ Block download
O Notify

Web Threat Protection

o x
&

Settings
&

Group properties
Kaspersky Endpoint Security for X A
Windows (11.11.0)
Application: Kaspersky Endpoint Security
for Windows (11.11.0)
Created: 1/23/2023 10:35:56 AM
Changed: 1/23/2023 10:35:57 AM

Inherited policy: ~ Not inherited
Affected: 1device(s)
Enforcement

successful: 1 device(s)
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1 All recommended protection components are enabled.
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TC KopartySecarty Cotr 1 =T > Theat protection

v a Admxistm::: Server LAPTOP Adm General 2 Web Threat Protection [&
= P ) | Event configuration This component protects inbound traffic on your computer.
> [] Mobile Device Management (PP —
@' Device selections B Security level
I; Unés?igned devices De Essential Threat Protection e Group properties
= Policies i Tiveat Protection oemenner Settings
[ Tesks - Optimal protection
Kty Dicenses n Web Threat Protection [mat} - Recommended for most users
v 5% Advanced Mail Threat Protection
A Useraccounts Firewal %
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Applications registry Kes  BaduUSB Attack Prevention General | usted web addre <aspersky Endpoint Security for X A
Executable files GIK  AwsIProtecton Web Threat Protection does not scan web traffic from trusted web addresses. Vindows (11.11.0)
Software vulnerabilities ;
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Third-party licenses usage | &K seanty Contros eated: 1/23/2023 10:35:56 AM
v. BL Remote installation Data Enaryption +add P - ‘ thanged: 1/23/2023 10:35:57 AM
Deploy device images I nhertted poicy:  Not herted
+ Installation packages
> B Data encryption and protection General settings Web address / Web address mask Affected: 1 device(s)
> Q Device discovery Policy profiles M Enforcement
&' Deleted objects 5 B “ successful: 1device(s)
> B Repositories evision history - "
@mple: *.kaspersky.com/” Details
oK Cancel
oK Close
¥] Confiqure policy
[*] Configure notifications v
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I Kesp 7 Properties: Kaspersky Endpoint Security for Windows (1,1,+) o x = 2
File Action View Help

igh protection level All recommended protection components are enabled. .
ealaP s BEia [ ronponios |
IC Ksperky Sty Cener 1 T ' ot protection

v [ Adminisration Server LAPTOP Adn] General ) Mail Threat Protection &
o M’“fged df"“’ +) || Event configuration This companent scans incoming and outgoing messages for dangerous objects. The following
> [] Mobile Device Management P protocols are supported: POP3, SMTP, IMAP, MAP|, and NNTP.
131 Device selections ety
L Unassigned devices D¢ Essental Threat Protection Security level & Group roperties
7 Policies Fie Threat Protecton Recommended
B T Wehma t;mmm Optimal protection Setthes
e -
Kaspersky Licenses e - - Recommended for most users Refresh
dvanced reat Protection By default
A Useraccounts Eirewal v
v [ Application management Ad &
i ! Network Threat Protection ion on threat detection
- Application categories Nar _
- Applications registry Kad  BadusB Attack Prevention @ Disinfect; delete if disinfection fails Kaspersky Endpoint Security for AN
- Executable files K AvsIProtecton O Disinfect; block if disinfection fails Windows (11.11.0)
- Software vulnerabilities O Biock
e Kag Detection and Response Application: quxspv;rs:y Enﬁrﬁsoe)cuntv
R r Windows (11.11.
- Third-party licenses usage & K security Controls Created: 1/23/2023 10:35:56 AM
vE R‘“I‘)"‘ﬁ i"";""{““'_‘ Data Enayption Changed: 1/23/2023 10:35:57 AM
eploy device images " X
I":a":ﬁm p“ka;“ Local Tasks Inherited policy:  Not inherited
> B Data encryption and protection| General settings Affected: 1device(s)
> Q Device discovery Policy profiles B Enforcement
@' Deleted objects - ‘successful: 1device(s)
> B Repositories Revieion istory
Detais
[¥] configure policy
[¥] Confiqure notifications v
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